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H kuBepvoao@dAcia cival n ocuAloyr) Aoyiopikou,
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TpoOTATEUOUV  €vav  opyavioud  amd  un
etouoiodotnuévn  TTPOOPOCN KOl KAKOBOUAEG
emoOéoeig dlac@aAidoviag Tn dIaBeoIudTNTA TWV
TOPpWV
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2022 CRIME TYPES

By Victim Count

Crime Type Crime Type

Phishing 300,497 Government Impersonation 11,554

Personal Data Breach 58,859 Advanced Fee 11,264

Non-Payment/Non-Delivery 51,679 Other 9,966

Extortion 39,416 Overpayment 6,183

Tech Support 32,538 Lottery/Sweepstakes/Inheritance 5,650

Investment 30,529 Data Breach 2,795 2 O 2 2 T l’j 'ITO I
Identity Theft 27,922 Crimes Against Children 2,587

Credit Card/Check Fraud 22,985 Ransomware 2,385 8 -IT I e é o £ w V
BEC 21,832 Threats of Violence 2,224

Spoofing 20,649 IPR/Copyright/Counterfeit 2,183

Confidence/Romance 19,021 SIM Swap 2,026

Employment 14,946 Malware 762

Harassment/Stalking 11,779 Botnet 568

Real Estate 11,727

Descriptors*

Cryptocurrency 31,310 Cryptocurrency Wallet 20,781

Mnyn: https://www.techopedia.com/




How Safe Is Your Password?

Time it would take a computer to crack a
password with the following parameters

At least one At least one
Lowercase At least one uppercase letter uppercase letter
letters only uppercase letter +number +number+symbol
1 Instantly Instantly - -
2 Instantly Instantly Instantly -
3 Instantly Instantly Instantly Instantly
n 4 Instantly Instantly Instantly Instantly
= 5 Instantly Instantly Instantly Instantly
6 Instantly Instantly Instantly Instantly
2 Instantly Instantly 1 min 6 min
K Instantly 22 min 1 hrs 8 hrs
£ 9 2 min 19 hrs 3 days 3 wks
Z10 1 hrs 1 mths 7 mths 5yrs
11 1 day 5yrs 41 yrs 400 yrs
12 3 wks 300 yrs 2,000 yrs 34,000 yrs

Source: Security.org

statista %a
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YTTapxouoa KataoTaon

Firewalls o€ kdBg povada uyeiag

KdaBe povada uyeiag €xel kevrpiko firewall (pe
OUYKeEKPIPEVOUG Kavoveg ACL) kal dev
eTTaQieTal povo oTo KevTPIKO firewall Tou
SYZEFXIS

Antivirus og KG0e povada uyegiag

'OAeg o1 povadeg uyeiag pag £Xouv aToug
UTTOAOYIOTEG antivirus TToU EVNPEPWVETAI
KEVTPIKA Kal O€ TAKTIKA Bdon

oTic MY 1n¢ Kpntng

SECURITY

Blacklists

Opiouéva voookopueia £xouv 181aiTepa
QVETTTUYHEVA TTPOYPAUUATA AViIXVEUONG
KOKOBoUAwv emails, GAAEG povVADEG EXOUV
blacklists un emTpemopevwy sites TTou
AVAVEWVOVTAl AUTOPATA KO

Kavoviouog Asitoupyiag

KaBe xpriotng TTANPOQOPIaKWY CUCTNUATWY
UTTOYPAQEI TOV KaVOVIOUO AsiToupyiag
TTANPOPOPIAKWY CUCTNHATWY TNG HOVAdAG
UYEIag TTOU AVAKEL, EVW HECW AVTIOTOIXNG
aiTnong Tou, TTaipvel Ta OIATTIOTEUTHPIA TTOU
QTTAITOUVTAI VIO TNV £PYOQTia TOU.
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CYBERHIMPREX

Cybersecurity of Healthcare
Improved in a X-border perspective

* X x
* *
**
* *

***

CYBERHIMPREX

Me Tn cuyxpnparodoTnon
NG EupwTtraikng Evwong

Cybersecurity of Healthcare Improved in a X-border perspective

&.ﬁ

ATtroteAeital atrd Tpelg Opyaviopoug
TTOU QOYoAoUvVTal ME TNV UyEia
(HCOs) Tmou Bpiokovrar  oTtnv
EANGDOa, TRV ITaAia kar Tnv loTravia,
kKal ammd 1o Universita Cattolica del
Sacro Cuore (ltaAia) o€ poAo
OUVTOVIOTH.

SECURITY

‘Exel o10x0 TN BeATiwon Twv duvaToTATWY KUBEPVOAOTPAAEIAG TWV

Tpiwv HCOs, aglommoiwvTag emmiong Odlacuvoplakés Avuoelg. H

KUBEPVOOOQAAEIQ OTTOKTATAI EVEPYWVTAG, CUPQWVA PE avBpwTTO-

TEXVIKEG TTPOCEYYIOEIG

e 2TnVv evnuépwon / ektraideuon

s 2TNV opyavwon/d1adIkaoieg

e 2Tnv emmévduon ayopds ocuoTnUaTwy ao@aAsiag

e 2Tn TTpoaywyr TG aviaAAayng dedoPEVWV KAl YVWOEWV JETOEU
OPYQVIOUWV.

Y

11 Apdoeig Ba uAotroinBouv atd Koivou atrd Toug
HCOs:

1)

2)

3)

4)

5)

Anpioupyia  piIog  dIACUVOPIAKAG  EQAPHOYNAG
a0@AAOUG KOIVIAG XPriong dedouEVWV
BeAtiwon 1ng diadikaciag trpounbeiwwv oTov
KUBEpVOXWPO PEOW TNG €uBUYPAUUIONG ME TIG
Odnyieg ENISA.
7 amo mg 11 dpdoeig ulobeTouv AUCEIG TTOU
€xouv avatrruxBei ammd duo £pya yia To H2020:
CUREX kai PANACEA. O XuvTtoviOoTrG Kal Ol
TpeIg HCOs utripgav €Taipol o€ autd Ta £pya.
TTeEpIANaUPBAavouv dpaoeig TTPOAYWYNAGS
QO0QAAEIOG OTOV KUBEPVOXWPO, EKTTAIdEUON KAl
evaioBnTotroinon/avarmTuén  O€gIoTHTWY  TOU
UYEIOVOUIKOU TTPOCWTTIKOU.
To épyo Ba Tmapadwoel €TioNG MIa PEAETN
TTEPITITWONG YIA VA TTAPEXEI OTOUG UTTEUBUVOUG
Xapagng TTONITIKAG ME OUOTAOEIG TTPOWONONG,
UTTOOTAPIENG Kal BIEUKOAUVONG

* NG OAIOTIKAG TIPOCEyyIoONG yia TNV

QOQAAEIO OTOV KUBEPVOXWPO
e €TMeEVOUCEWV VIO CUPPOPOWON HE TOUG
KQAVOVIOUOUG
*  OlIOCUVOPIaKWY TTPAKTIKWY



CYBERHIMPREX

Cybersecurity of Healthcare
Improved in a X-border perspective

Baoikoi atdyol
1) YAotroinon evog ouvoAou

TTPWTOROUAIWV
EUTTVEUOMEVWYV ATTO TNV
TTETTOIONON OTI N
KuBepvoao@aAsia
ETTITUYXAVETAI EVEPYWVTAC,
OUNQWVA JE PIA KOIVWVIKO-
TEXVIKA TTPOCEYYION, KAl
oTa TP OTOIXEIO EVOG
Opyaviopou Yyeiag
(AvBpwrTrol,
Opyaviouog/Aladikaaieg,
TexvoAoyia) kal
QgIOTTOIWVTAG TNV
avtaAAayr) 0edoNEVWV Kal
YVWOEWV PETACU TWV
OPYQVIOHWV

eCao@alion KatdAAnNAng
ETTIKOIVWViag, d1adoang Kal
EOWTEPIKNG AVTAAAQYNG
YVWOEWV.

Investment areas and Lines of intervention

Cross border Data/Knowledge sharing

Set-up a cross-border inter-organizational secure data sharing
capability via a new tool.

training
| 3 et e YR i g
E and education pills

Set-up the new cybersecurity "angel” role via dedicated
fraining
Organization/Processes

Improve cybersecurity orientation of the procurement process
via alignment with ENISA guidelines

Improve the cybersecurity governance organization and system
via a stakeholder involvement approach and new tools
Technology

Improve web navigation system security via web proxy.

- Improve business continuity via an immutable backup system.

“ Reduce the Attack Surface via Operating Systems (OS) update
Improve Security by Design capability via new supporting tools

Solution (EU Project)

SISP (PANACEA)

NCSF (CUREX), AWA
(ECHO)

SBNT, TECT (PANACEA),
CH (CUREX)

RGT (PANACEA)
RGT (PANACEA)

SDSP, CST (PANACEA)




7N YTIE KpAtng: AvatéAAel pia véa eTToxN

Nari:

CYBERHIMPREX

H kuBepvoao@aAeia AEN agpopa
MOVO Ta OTEAEXN TTANPOPOPIKAG

AQopd Kupiwg TNV euaicOnToTToinoNn
OAwV TWV XPNOTWV Kal TTPOCAPHOYNA

oTIG dIadIKATiES

JUpMETOXN TNG 7MS
YTE oT0 ev Adyw
EUPWTTAIKO
TTPOYPAUUA TTOU
BaaoiCetal oTa
armoTeAéopara
OXETIKWV
TTPOYPOANMATWY

Eknaidsuon
Xpnotwv
(tpelg opadec:

latpot
NoonAeutég
Awokntikot)

2023

ﬁ Atraitouvral eTevdUoelg Tdo0 Ot
software 6co kal ot hardware

H ouvexAg TapakoAouBnon eivai
.ID ETTITAKTIKA, TTOU ONUAIVEI EKTOG TWV
‘ AAWV TTPOCAAWYEIG O€ TTPOCWTTIKO
TTANPOPOPIKAG

2024

Eknaidsuon
oteAexwv
MAnpodopkig

Ayopa
eonAlopou

OpLoag
AVOAUTIKWV
SLadkaotwv

napakoAouOnong

PANACEA

My Machine
learning & Al
EPaPHOYEG
TPoaYwWYNg
KuBepvoao@dAeciag

(ne
motonoinon)

MpwTn cuppeTOXA

NG 7"s YTIE o€
EUPWTTATKO
TPoYpapua

CyberSecurity
(1/1/2019-
28/02/2022)

nAnpo¢opLAKWV
cuUCTNUATWY +
MeAétn cyber-
Security 7" YNE




2. UUTTEPOO O

ATTaiTouvTal:

I ’ MeAETN KuBepvoao@AaAelag/euTtadeIag.
2nMavTIKN €TTEVOUCN OTNV eKTTAIdEUON /
evnuEPWON TWV XpnoTwv. MoTtoTroinon
OTEAEXWV TTANPOYOPIKAG OTNV QOPAAEIT
TTANPOPOPIAKWY CUCTNUATWV.

Opioué¢ TARPWY KaTayeypaupéVwy d1adIKaoIwV
ao@aAciag (1Trx o€ KGBe eicodo/ueTakivnon/E€odo
xpnotn) KAl cuppoépewaon o€ auTég.

2UVEXNG ETTIKAIPOTTOINON OI1AdIKACIWY QOPAAEIQG.

u

AladIkaoigg

=

2UOoTAPATA TTapakoAouBnong TNG BIKTUAKNAG
Kivnong rf/kai Twv XxpnoTwyv TNG Jovadag Kal
EVNUEPWONG TOU UTTEUBUVOU ao@aAgiag o€
TOAvVO evIOTIONS ATTEIAAG

IIII 2uvepyacoia pe EBvikoug opyaviououg (Trx
EBviko Popia KuBepvoaopdAeiag), ENISA kai

AAAEG HOVADEG UYEIQG, WOTE VA KATAOTEI duvaTh

n ypryopn evnuépwaon/trpocappoyn o€ oaveég
EMOEOEIG, BEATIOTEG TIPAKTIKEG KA.




20C EVYOPLOTW

MooyxoBakng MNwpyoc
HAektpoAdyoc Mnyavikog & Mnyavikoc H/Y EMI, Msc
A/vtic MAnpodopikic 7" YME



	Διαφάνεια 1
	Διαφάνεια 2
	Διαφάνεια 3
	Διαφάνεια 4
	Διαφάνεια 5
	Διαφάνεια 6
	Διαφάνεια 7
	Διαφάνεια 8
	Διαφάνεια 9
	Διαφάνεια 10
	Διαφάνεια 11

